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 As time passes by, the increasing demands from 4G technology 
services to 5G technology are getting bigger. In line with the 
development of 5G, there are several open sources such as Free5gc, 
Open5gs which already provide core 5G network services so that they 
can help create and simulate private 5G networks. By using free5gc 
open source, it still needs more attention from the security side, 
especially from common attacks such as DDoS. Then the attack 
scenario is carried out from the inner network side, namely from the 
UE with the TCP SYN Flood and Ping of Death attack methods. The 
results of the attack contained comparisons for CPU and memory 
usage parameters. Then the TCP SYN Flood attack had an impact for 
CPU usage with an average result cpu usage of 2,74% and on the core 
network function components, namely Access and Mobility 
Management (AMF), which in 5G services experienced errors or 
crashes after receiving large packets. Thus, users cannot use the 
service because if an error occurs in the core network function (AMF), 
then the connection to gNB and the UE will also be lost. 
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1. INTRODUCTION 

1.1. Overview Network Nowadays 
As time passes by, telecommunication becomes one of the vital aspects in human life. Starting from 1G 

until now to 5G signifies a great influence in daily human activities and also, 5G becomes very important for 
technological progress in the world, especially Indonesia [1]. With this influence, it is meant that the 
development of 5G in terms of services, security, infrastructure, and any other facilities will be more effective 
by allowing many people to deliver things more quickly and comfortably. The advantages offered by 5G are 
higher bandwidth and lower latency [2]. Then, based on 5G PPP or 5G Public Private Partnership in 2015 
stated that 5G technology has a vision to make technology a key in the digital world with support from ultrahigh 
band infrastructure for all fields and levels in the market [1]. 
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Currently, various agencies have begun to develop simulations of 5G networks, both open source and 
commercial. The open source created is used for simulation on the core network side and simulation on the 
User Equipment (UE) and RAN sides. In its further development, 5G is also directed to be carried out in the 
form of virtualizing its network functions or commonly called NFV [3]. NFV can improve network elasticity, 
simplify network control and management, and thus be considered very important for future networks. To build 
this private 5G cellular network with the CONCEPT of NFV, a container is needed for the core network, such 
as cloud computing services [4] [5] [6]. 

Since its inception, mobile networks have been vulnerable to security vulnerabilities [6]. With the advent 
of fifth-generation (5G) wireless networks, the security threat vector will become larger than ever with greater 
attention to privacy. There are some basic 5G challenges such as flash network traffic, DoS attack on the 
infrastructure, and any other variables. Thus, the authors propose an analysis on 5G security parameters using 
the Free5GC simulator and UERANSIM simulator using DDoS attack experiments with various types of 
methods in DDoS in Cloud Computing services. This research is expected to be a reference for anyone who 
wants to implement 5G networks privately, considering the lack of references to this research. 
1.2. Cellular 5g Network 

Wireless cellular technology has transitioned from the first generation to the next generation for ten years 
[7]. Today we are about to embrace the 5G, fifth generation of cellular network. The transition of mobile 
networks from 3G/4G to 5G will lead to a very profound change as users make many requests that require new 
approaches to connectivity, bandwidth, and network architecture issues.  Evolution on 5G networks will 
include both physical and virtual functions and this will eventually be deployed in the cloud. Due to this 
circumstance, NFV or Network Functions Virtualization is very important in 5G network deployment, because 
it will help to reduce operating costs and provide more values to network infrastructure [8]. With the presence 
of 5G technology, it is meant to provide major changes for the industry. Especially in Indonesia, it is also 
expected to have a significant impact on the use, focusing on private 5G technology. The latest technological 
developments have made it possible for the unification of telecommunications and cloud. The unification of 
these two infrastructures can help achieve good performance as it can be the basis for transforming a 
telecommunications company into a digital service provider and reduce operating costs. 5G also has a core 
network that allows it to support its functionality, in Fig. 1 shows the 5G core network architecture, namely 
NEF (Network Exposure Function), NRF (Network Function Repository), PCF (Policy Control Facility), UDM 
(Unified Data Management), AUSF (Authentication Server Function), SMF (Session Management). Function), 
UPF (User Plane Function), AMF (Access and Mobility Management) [7]. 

 
1.3. Telco Cloud 

The definition of Telco Cloud in general is an infrastructure consisting of a Mobile Device (MD), access 
network, sensors, Internet, and Data Center (DC) [9]. By using Telco Cloud, the concept of virtualization can 
be applied from the data center into the network. Especially in 5G technology, telco cloud itself will be more 
built on container technology and when it uses telco cloud, it must also be side by side with Network Function 

Fig. 1 5G Core Network Architecture 
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Virtualization or NFV [4] [10]. However, the Telco Cloud concept itself still has problems, namely unstable in 
the term of Quality of Service (QoS), precisely instability in latency. Fig. 2 shows the Telco Cloud Scheme 

 
1.4. Private 5G Network 

The presence of the latest 5G network technology is expected to provide major changes and high 
performance. This expectation comes from user requests such as low latency, stable connectivity, can transfer 
more data. Even though it has made the desired impact and performance, the telecommunications industry 
wants to optimize the 5G network by using 5G private network technology. Private network technology is a 
non-public cellular network, 5G private Network is a network that is specially created by offering a level of 
reliability, security, and provides many valuable benefits such as more efficient, scalable, and inexpensive 
marketing time [11]. 
1.5. Network Function Virtualization 

Network Function Virtualization (NFV) is a concept or idea raised by internet service providers that aims 
to transform service providers and develop virtualization technology and can be implemented in the form of 
software defined that runs on industry [4] standard hardware Research on NFV began with the concept of cloud 
computing by virtualizing a hardware and developing it into an infrastructure, platform, and software. ETSI or 
European Telecommunication Standards Institure has a standard for nfv design design which is divided into 
three elements [4] as shown in Fig. 3 namely NFVI, NFV MANO, and VNF s. 

Fig. 3 NFV Architecture 

Fig. 2 Telco Cloud Scheme 
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2. PROPOSED MODEL EXPERIMENT 

2.1.  Overview Model 
In this research, the process of building a 5G standalone (SA) network has two components that are important 
to separate the inside of the 5G core network. The two components are the Control Plane and the User Plane. 
The Control Plane includes everything in the core network from AF, UDM, PCF, NRF, NEF, NSSF, AUSF, 
AMF, and SMF. After that, each component of the control plane is connected to the UPF. The UPF is also 
connected to Radio Access Network (RAN) and UE (User Equipment) in the core network access network 
domain and belongs to the core network User Plane domain. After everything is successfully integrated, it 
connects the access network from the EU simulator. All components in the core and access network are stored 
in two virtual machines which will be deployed through cloud computing and stored through the cloud service 
platform, Microsoft Azure as shown in Fig. 4. In the system model or deployment design, the 5G network 
security parameters will then be measured. The results of this experiment will be a benchmark for the authors 
to measure the performance results of each parameter that has been determined in the service scenario in 
Microsoft Azure. Then, there is also the difference in merging or peering for virtual networks. This affects the 
data packets sent because the schema in the cloud is different from the network path schema on the local 
computer. 
 

 

 
2.2. DDoS Penetration Testing 
Distributed Denial of Service (DDoS) is an attack or threat to disrupt the normal traffic of a target server, 
service, or network by flooding the target or surrounding infrastructure with heavy Internet traffic [14]. DDoS 
attacks achieve their effectiveness by exploiting some compromised computer systems as a source of attack 
traffic. The exploited machines can include other network resources such as computers and IoT devices. In 
general, DDoS attacks are like unexpected traffic jams that clog highways and prevent normal traffic from 
reaching its destination. In this research, DDoS penetration was carried out to find out whether this attack will 
reduce the performance of 5G networks which are deployed by using the free5GC open source application. 
The parameters for this experiment are CPU Usage, Memory Usage. 

                    
 
 
 
 
 
 
 
 
 
 

Fig. 4 5G Private Model in Cloud Coputing Platform 
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CPU Usage is a parameter used to determine the capacity or speed of the CPU used. Memory Usage is a 
parameter used to determine the availability of RAM memory used. In brief, proposed model flowchart can be 
seen in Fig. 5. 
 
 
3. RESULTS AND DISCUSSION 

Result of this experiment, especially on DDoS penetration testing utilized by using TCP SYN Flood and 
Ping Of Death (POD). The results will show before and after penetration on each performance parameters 
which are proposed. 

 
3.1.  Result on TCP SYN Flood Penetration Testing 

In this scenario, it will be done using the syn flood method from the UE. The TCP SYN flood process is 
where the attacker quickly initiates a connection to the server without completing the connection. 

 

Fig. 5 Flowchart Model 
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(a) 

 
 
 
 
 
 
 
 
 
 

 
 
 

Fig. 6 Performance Results on CPU Usage from TCP SYN flood: a) performance 
before attack on cpu usage; b) performance after attack on cpu usage. 
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(b) 

 

 
Based on results shows on Fig. 6 shows the monitoring of the Free5GC server which is the victim in this 

test. The data above shows the cpu usage before the SYN flood attack and the average cpu usage is 0,437%. 
Then, in Fig. 6 shows the change in the performance of the server after being hit by a SYN flood attack, which 
is 2,74%. This change occurs because the power consumption on the server also increases in CPU usage. This 
increase in activity can indicate that a simulated attack has been launched. 
In the next parameter, the memory usage in Fig. 7 before the attack was 90%. Then, in after an attack, memory 
usage did not change or could be said to be stable at 90%. 
However, it turns out that the attack from the UE side does not only interfere with the use of CPU, memory. 
As seen in Fig. 8, the AMF network function has an error when it is attacked so that gNB and UE cannot 
connect to the core either. 

Fig. 7 Performance Results on Memory Usage from TCP SYN flood: a) performance 
before attack on memory usage; b) performance after attack on memory usage. 

Fig. 6 Result on AMF Error 
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3.2.  Result on Ping of Death Penetration Testing 

Fig. 9 shows the change in the performance of the server after being hit by a Ping of Death attack, which 
is 0,5%. From these data it shows that the effect of Ping of Death attacks on CPU usage is not as big as that 
given by TCP SYN flood attacks. 

 
(a) 

 
 

 
(b) 

 
The memory usage parameters can be seen in Fig. 10, The data shows that memory usage is also stable 

from before and after being given a Ping of Death attack. However, from the data it is also seen that the memory 
usage when getting a Ping of Death attack is greater than when getting an attack from a TCP SYN flood. 

 
(a) 

 
(b) 

  

Fig. 7 Performance Results on CPU Usage from Ping of Death: a) performance before attack on cpu usage; 
b) performance after attack on cpu usage. 

Fig. 8 Performance Results on Memory Usage from Ping of Death: a) performance before attack 
on memory usage; b) performance after attack on memory usage. 
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3.3. Comparison Result 

 
 Comparison of CPU usage when there is a SYN attack the results are greater than Ping of Death 
attacks. The average value that can be seen from the Fig. 11 is that the SYN attack is 2.74% and Ping of Death 
is 0.5%. Then for memory usage, in the Fig. 11 shows that Ping of Death attacks are more influential to have 
an impact on memory usage. The results obtained from each, namely, the SYN attack with an average value of 
90% and the average value of Ping of Death is 92.5%. 
 
4. CONCLUSION  

Based on research that has been done, cloud computing-based 5G networks are still vulnerable to 
DDoS attacks, this can be seen from the results of penetration testing which show an anomaly after DDoS 
attacks are deployed. DDoS attacks have a significant effect on the network, especially on network functions, 
especially in tcp syn flood attacks, with an average cpu usage result of 2.74% and there is an error in the amf 
network function, so in the future there must be a security system for 5G considering the performance after 
testing, so that when it comes to commercialism 5G networks are ready for mass use.. 
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