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Abstract

With the rapid growth of e-commerce, online reviews have become an essential information source for consumers.
However, it has also become an emerging trend in posting fake reviews, which is misleading. Such fake reviews
not only misguide the consumers in making decisions but also create an unfair market for competing businesses
and harm e-businesses that rely on them as an information source. This paper presents a study on the detection of
fake online reviews using machine learning techniques and the applicability of such techniques in making them
statutory for digital e-businesses. The study used an Amazon review dataset with benchmark verified fake and
genuine labels, pre-processed and transformed using the TF-IDF technique. Three machine learning classifiers-
Naive Bayes, Logistic Regression, and Random Forest-were applied and their performances compared. The results
obtained indicated that Logistic Regression gave the best classification accuracy of 88.26%, followed by Naive
Bayes with 85.68% and Random Forest with 84.99%. The Naive Bayes model showed 84.64% precision, 87.21%
recall, and 85.91% F1-score, proving competitive performance with modest computational requirements. In a
general sense, these are results that point to the fact that machine learning has quite a substantial potential in
assisting to find and validate online reviews. However, there is further regulatory oversight and enforcement that
is needed for greater consumer protection as well as transparency and trust in digital marketplaces.
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1. Introduction

In today’s digital world, online reviews play a significant
role in helping consumers make decisions about
products/services when shopping through digital
platforms. They can assist consumers in making
informed buying decisions before they purchase a

inseparable from analyzing the regulatory environment
that governs these technologies [3].

As more and more businesses use fake and misleading
reviews, the reliability of online reviews continues to be
called into question. Fake reviews can be created to
change the way a consumer thinks about a particular

product or service by offering them the experience of product, and these fake reviews can also negatively

other users. Thus, online reviews help establish
consumer confidence in their purchases and an
influencer for consumer behaviors and market
competition.

The proliferation of fake reviews has led to a significant
'trust deficit' in digital marketplaces, where consumers
are increasingly skeptical of even genuine feedback [1]
From a legal perspective, this erosion of trust is a direct
challenge to the principles of fair competition and
consumer autonomy. The legal implications encompass
broader issues of digital platform liability and the
adequacy of existing consumer protection statutes in the
face of automated misinformation [2] Recent studies
emphasize that understanding detection mechanisms is

impact the reputation of other, competing businesses. As
such, the creation and use of fake online reviews not only
presents consumers with inaccurate information about a
given business' products and services; they also create an
uneven playing field for companies that rely on honest
customer feedback.[4]

Al technology has evolved to the point where they can
now create realistic and believable written material,
making it challenging to tell the difference between real
feedback and false feedback. Hence, people who relied
upon manual identification methods to detect this "fake"
content no longer have these methods as adequate, as
they now have to utilize automated detection methods

[5].
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Aside from these challenges, fake reviews can also
create legal challenges. For instance, a company that
posts fake reviews may be perceived as deceiving and
therefore could be violating consumer protection laws.
A company that engages in this type of conduct may
have a competitive advantage because consumers will
have false or inaccurate information about that business.
Given this reality, many now believe that regulatory
frameworks should be put in place to ensure proper
transparency and accountability within all types of
digital media [6].

Text analysis through machine learning offered an
empirical method of discovery within text and has
developed based on textual features of language like the
occurrence, frequency and style of words used; how
often they are used throughout an entire text; and their
tone to classify a text as a true or false review. Many
basic algorithms (Naive Bayes) have provided a well-
documented success rate for classifying texts correctly
based on these attributes.

As e-commerce continues to develop rapidly, with many
consumers now depending heavily on user-generated
content, researchers have noticed a growing need to
establish methods for detecting fake online reviews.
Thus far, researchers have primarily investigated
different computational techniques for this task using
machine learning techniques and natural language
processing to identify fraudulent reviews. Much like
typical text categorization tasks performed with
traditional machine learning algorithms (Naive Bayes,
Support Vector Machines [SVM], and Decision Trees),
Naive Bayes has been successfully applied as a tool for
classifying fraudulent reviews. However, Naive Bayes is
easier to use than other methods (e.g., SVMs or Decision
Trees), works well even for small sample sizes (i.c., less
than 500 reviews), and is less computer-intensive than
other methods [7]. The aforementioned techniques
mainly rely upon textual features such as word counts,
sentence length, and sentiment analysis.

On the regulatory side, the Federal Trade Commission
(FTC) in 2024 announced a landmark final rule
explicitly banning the sale and purchase of fake reviews
[8]. Similarly, the UK's Competition and Markets
Authority has provided updated guidance for businesses
to comply with consumer protection laws regarding
review integrity [9]. These ethical and legal frameworks
are essential for tackling deceptive digital marketing
practices [10].

Recent scholarship has emphasized the shift toward
more resilient detection models using behavior and
textual information [11]. For instance, combining
convolutional neural networks (CNN) with optimization
algorithms has shown promise in unmasking deceptive
patterns [12]. Furthermore, comprehensive surveys of

machine learning techniques highlight the ongoing battle
between deceptive tactics and evolving detection models

[1].

In several studies, the characteristics of deceptive
reviews have been identified. For instance, [4] found that
the use of inflated language, multiple repetitions of a
common phrase, and excessively positive promotional
language are the major identifying features of fake
reviews. The use of these patterns can be captured by
machine learning models and help in classification.
More recently, researchers have been looking at ways to
improve detection accuracy beyond just using text to
include such things as reviewer behavior, rating patterns,
and temporal activity. Evidence has shown that using
both text and behavioral features collectively in the
design of a fake review detecting system provides a
better overall understanding of review authenticity [13].

Al-generated content presents new problems. More
advanced language models can create extremely
believable and accurate reviews that look very similar to
reviews that a real person wrote. Traditional ways to find
fake reviews will probably not be able to find these more
sophisticated types of fakes [6] With regard to the law,
fake reviews are being treated as a type of deceptive and
unhealthy business practice; they can cause consumers
to be misled, prevent them from being able to accurately
evaluate their choices as customers and give certain
businesses an unfair advantage over their competition.
Businesses that post fake reviews may be violating
consumer protection laws and other regulations
regarding misleading advertising.

As discussed by [5], if we want to maintain our
confidence in and use of digital platforms, we will need
to combine technological solutions with other laws to
provide an effective legal framework for the companies
using these platforms. Businesses must take
responsibility for their actions through regulation and be
held accountable to ensure online platforms will monitor
and take down deceptive content. All research indicates,
despite machine learning being a very effective method
of identifying fake reviews, that to solve the fake review
problem requires a cooperative approach between
technology to identify the deception and enforcing legal
remedies to address the issue. Both perspectives must be
taken to produce fairness and transparency in and protect
consumers from deceptive content available online
through e-commerce.

Most past research has either focused on enhancing
machine learning algorithms for fake review detection or
discussing the legal ramifications of deceptive online
practices. Few studies have combined both aspects while
employing benchmark datasets with verified labels.
Besides, most studies only consider a single
classification model, which makes it hard to ascertain the
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efficacy of the various machine learning approaches for
fake review detection in e-commerce.

Based on these issues, this study intends to use machine
learning as a means of detecting fraudulent reviews
posted on the internet. The study will also consider the
potential legal repercussions relating to the practice of
posting fraudulent reviews.

Additionally, the focus of the study is to analyze
Amazon reviews and assess the success of a Naive Bayes
statistical approach for identifying false reviews and
corresponding legal implications.

This paper presents an analysis that fuses technological
and legal aspects of the detection of fake online reviews.
Previous research has focused on improving detection
algorithms or exploring the challenges of regulation
separately; this research combines both in a single
framework. It provides a comparative analysis of Naive
Bayes, Logistic Regression, and Random Forest
methods using a benchmark dataset of Amazon reviews
with verified labels. At the same time, it looks into the
legal and regulatory aspects of deceptive reviews in
electronic marketplaces. By combining computational
analysis with consumer protection and governance of
platforms, this paper helps to improve our understanding
of the detection of fake reviews and, consequently, of
building trustworthy and responsible e-commerce
environments.

2. Research Methods

The systematic steps of the research process, ranging
from initial data collection to final legal analysis, are
detailed in Figure 1 below.

3. Feature Extraction
(TF-IDF)

1. Data Collection —»{ 2. Data Preprocessing g

h 4

6. Results and
Discussion

<+ 5. Model E: i <+ 4. Model Dev

Figure 1. Methodology

2.1. Research Design

Our research uses quantitative methods of statistical
analysis combined with machine learning technology to
determine whether or not Internet reviews are fraudulent
or authentic. The intent of this approach is to assess the
efficacy of computational models in identifying
deception by identifying the patterns found in language
and measuring them through objective measures of word
frequency and grammatical structure.

2.2. Dataset Description

This study used the Fake Reviews Dataset from Kaggle
[14]. It contains reviews that were previously classified
into two categories: Computer Generated (CG) and
Original Reviews (OR). The use of a benchmark dataset
that contains verified labels removes the need for manual
or rule-based labelling and makes the classification
process more reliable. After cleaning the data and
removing duplicates, the dataset ended up pretty
balanced — it had roughly the same number of reviews
in each class. Fake reviews are those that have been
identified and labelled within the benchmark dataset as
deceptive or computer-generated content. The
benchmark labels are treated as the ground truth for
model training and evaluation.

2.3. Data Pre-processing

The reviews collected were put through a few pre-
processing steps before the model could be trained. All
text was first converted to lowercase, and then
everything apart from alphabets was removed.
Punctuation marks, special characters, URLs, and
unnecessary spaces were removed in the second step.
Reviews that were duplicates were removed so that
repeated information did not affect the model's
performance. The last step was to convert the cleaned
textual data into a numerical representation using the
Term Frequency-Inverse Document Frequency (TF-
IDF) technique.

2.4. Model Implementation

The Naive Bayes Classifier (NBC) is a probabilistic
model grounded in Bayes' Theorem, which calculates
the probability of a review belonging to a class (C) given
its observed textual features (Xq, ..., Xp)-

_ (p@+11P(x]0))

P(C|Xq, ey Xp) =

(M

P(X1,...Xn)

The model is characterized by the conditional
independence assumption, which treats each word as an
independent feature. By multiplying the individual
likelihoods (JTP(xilC)) and the class prior (P(C)), the
classifier predicts the most likely category for a review
based on its word distribution. This approach is
particularly effective for high-dimensional text
classification tasks where computational efficiency is
required [1]. Furthermore, recent research confirms that
the probabilistic nature of Naive Bayes makes it a robust
baseline for processing large-scale datasets in the
context of e-commerce fraud detection [15].

A classification task using the (NBC) algorithm is very
popular for text classification because it is easy to
implement, computationally efficient, and performs well
in high-dimensional feature spaces. In this study, the

Journal of Dinda: Data Science, Information Technology, and Data Analytics
Vol.6 No. 2 (2026) 79 — 84

81



Niamatullah zubair'®, Somantri?
Journal of Dinda: Data Science, Information Technology, and Data Analytics
Vol. 6 No. 2 (2026) 79 — 84

primary model is the Naive Bayes classifier as it
provides an effective probabilistic baseline for fake
review detection, especially when word frequency
patterns are involved. The model's assumption of
conditional independence allows it to perform
remarkably well even with smaller datasets, making it a
highly interpretable and resource-efficient choice for e-
commerce fraud detection [11].

To extend the comparison beyond this baseline, Logistic
Regression and Random Forest were also used. This
multi-model approach allows a more comprehensive
assessment of how different algorithmic structures,
ranging from probabilistic models to ensemble learners,
will capture the nuances of deceptive online reviews.

The dataset was split into training and testing sets with
an 80:20 stratified split. This ensured that 80% of the
data was used to develop the model and the remaining
20% was used for independent evaluation. Stratified
sampling was employed, using a fixed random seed of
42 to keep the original class distribution (Fake vs.
Genuine) intact in both subsets, thus avoiding any
sampling bias and making the experimental results
reproducible.

2.5. Model Evaluation

The machine learning models were assessed on their
performance using metrics such as accuracy, precision,
recall, Fl-score, and confusion matrix analysis.
Accuracy is the measure of how correct the overall
classification process is, while precision and recall
measure the model’s ability to correctly identify reviews
that belong to each category. The F1-score was used as
it gives an equal balance between precision and recall.
This is in addition to a five-fold cross-validation used to
check for stability and reliability of the classification
models.

2.6. Implementation Environment

All experiments were conducted using Google
Collab[16], a cloud-based platform that supports Python
programming and machine learning libraries. This
environment enables efficient execution of the model
without requiring high local computational resources.
The specific configuration used for this research
included a Python 3 runtime type, a CPU hardware
accelerator, and the Latest (recommended) runtime
version.

2.7. Methodology Overview

The overall methodology of this study follows a
structured process, beginning with dataset collection and
ending with result analysis. The process includes data
selection, pre-processing, feature extraction, model
training, and evaluation.

3. Results and Discussion

The Figure 2 Distribution of reviews in the benchmark
dataset. The dataset contains a relatively balanced
number of Computer Generated and Original Reviews,
which minimizes the chances for classification bias and
allows a more dependable evaluation of model
performance.

Distribution of Fake and Genuine Reviews
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Figure 2. distribution of fake and real reviews

Comparison of Machine Learning Models
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Figure 3. comparison of ML Models

To assess the performance of various machine learning
methods for fake review detection, three classification
algorithms—Naive Bayes, Logistic Regression, and
Random Forest—were implemented and their outcomes
compared. The classification results are on Table 1.

Table 1. Classification Accuracy of Machine Learning Models

Model Accuracy  Precision  Recall Fl-
score

Naive 85.68%  86.00%  86.00%  86.00%

Bayes

;"g‘snc. 88.26%  88.00%  88.00%  88.00%

egression

Eandom 84.99%  85.00%  85.00%  85.00%

orest

Table 1 presents the results of the classification
accuracy. Logistic Regression achieved the highest

Journal of Dinda: Data Science, Information Technology, and Data Analytics
Vol.6 No. 2 (2026) 79 — 84

82



Niamatullah zubair'®, Somantri?
Journal of Dinda: Data Science, Information Technology, and Data Analytics
Vol. 6 No. 2 (2026) 79 — 84

accuracy, 88.26%, followed by Naive Bayes with
85.68%, and Random Forest with 84.99%. The superior
performance of Logistic Regression is probably due to
its ability to model well the high-dimensional textual
data from TF-IDF vectorization. Though not the best in
terms of predictive performance, Naive Bayes returned
results that could be considered competitive while
keeping computational simplicity and interpretability.
Random Forest, on the other hand, had the lowest
accuracy among the three, which can be ascribed to the
sparsity of textual features from TF-IDF.

To enhance the analysis, extra performance metrics were
computed for the Naive Bayes model. The results are
given in Table 2.

Table 2. Performance Metrics of NBC

Metric Value
Accuracy 85.68%
Precision 84.64%

Recall 87.21%
F1-score 85.91%

The Naive Bayes classifier attained a precision of
84.64%, meaning that about 85% of the predicted
classifications were right. The recall value, at 87.21%,
shows that the model can correctly identify reviews that
belong to each category. Additionally, the Fl-score
(85.91%) shows a balanced trade-off between precision
and recall, indicating that the model performs
consistently across both classes.

The confusion matrix depicted in Figure 4 gives an
elaborate view of the classification results that the Naive
Bayes model achieved.

Naive Bayes Confusion Matrix

3500
3000
o 640
2500
- 2000
- 1500
- - 517
- 1000
)
0 1

Actual

predicted

Figure 4. Confusion Matrix of Naive Bayes

The model correctly classified 3,399 Computer
Generated reviews and 3,526 Original Reviews.
However, 640 reviews were misclassified, 517 of which
were in the opposite category. The relatively small
difference between false positives and false negatives
indicates that the classifier is not strongly biased toward

one category and maintains relatively balanced
performance in detecting both classes of reviews.

To evaluate the stability and reliability of the proposed
approach, five-fold cross-validation was conducted. The
results are presented in Table 3.

Table 3. Cross-Validation Results

Fold F1-score
1 0.8356
2 0.7313
3 0.7606
4 0.8271
5 0.8193

Mean 0.7948

An average cross-validation F1-score of 79.48% shows
that the model performs fairly consistently over different
subsets of the dataset. There was some variation between
the folds, but it can be said that the proposed approach
has acceptable generalization capabilities for effective
classification of deceptive online reviews.

The results of this study show that machine learning
models can be used successfully to identify fake online
reviews in e-commerce. Such a system, from a practical
perspective, would help e-commerce platforms reduce
misinformation, increase transparency in their
marketplaces, and shield consumers from manipulative
practices. From a legal perspective, fake reviews can be
considered deceitful commercial practices that
contravene consumer protection laws and disturb fair
market competition. The more advanced artificial
intelligence gets at creating credible fake reviews, the
more necessary it is to have automated detection systems
backed up by a stronger regulatory framework.
However, automated detection systems will never be
100% accurate and therefore should be seen as
supporting tools in the decision-making process and not
as self-sufficient legal enforcement instruments.

4. Conclusions

This study aimed to apply machine-learning
methodologies in the detection of fake review listings
and assess the possible legal implications for e-
commerce platforms. Results show that the use of the
Naive Bayes classification algorithm is a good approach
to predict the authenticity of reviews, having an accuracy
of 85.68%, precision of 84.64%, recall of 87.21%, and
Fl-score of 85.91%. Logistic Regression gave slightly
higher classification accuracy at 88.26% but the Naive
Bayes model showed competitive performance with
simplicity, computational efficiency, and interpretability
such that it could be considered as a practical baseline
approach for fake review detection.

In general, these findings suggest that simple machine-
learning methods may be able to capture the general
pattern of text data and not accurately identify all types
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of deceptive reviews. Similar limitations have been [7]
observed in other studies; performance is negatively
affected by various factors such as model complexity,
fake content, and linguistic diversity [6]. Although a
benchmark dataset with verified labels was used in this
study, it is still limited because only textual features [8]
were considered and no advanced deep learning
approaches were investigated. Thus, future research
should focus on larger and more diverse datasets,
incorporate behavioral and metadata features, and
explore advanced machine-learning and deep-learning
models to achieve better detection results.

Fake online reviews have proven very problematic in
court because they can mislead consumers and tilt the
playing field among businesses. Fake review technology
can also violate consumer protection laws. The problem
of fake reviews can only be solved through better
technology for detecting review fraud and more
regulations that create transparency and accountability
for digital platforms. Machine-learning systems are not
perfect, though, so they should be used as decision
support rather than completely automated enforcement.
Perhaps in the long run, however, machine learning
might be effectively deployed in the fight against fake
reviews to restore trust in digital marketplaces.
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