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Abstract—PT XYZ operates in the provision, distribution, 
and management of clean water resources for the 
community, yet it faces challenges in information system 
security because it has not implemented a structured 
information security management system and relies solely on 
daily data backups as a risk mitigation measure. This 
condition is insufficient to protect information assets from 
security threats such as cyberattacks, data loss, and 
operational disruptions that may affect service continuity. 
This study aims to evaluate information system security 
governance at PT XYZ and identify gaps between current 
practices and established standards using the ISO/IEC 
27001:2013 framework. The study applies a qualitative 
research method with data collected through direct 
observation and interviews with personnel involved in 
information technology management. The results indicate 
that most ISO 27001:2013 clauses have been implemented 
adequately; however, weaknesses remain in risk assessment, 
documentation, and corrective action processes. This study 
provides improvement recommendations focusing on 
strengthening security policies, implementing systematic risk 
management, and conducting continuous security 
evaluations to enhance the effectiveness of information 
system protection and support the sustainable operation of 
PT XYZ. 

Keywords: Clean Water Utility, Information Security, ISO 
27001:2013, Risk Management, Security Governance 

I. INTRODUCTION 

Effective information technology management aims to 
ensure that information technology management supports 
and is aligned with the business strategy determined by the 
institution's leadership. [1]. In line with the times that 
continue to develop, advances in information technology 
are now happening very quickly [2]. Technological 

advances in the industrial revolution 4.0 era have a 
significant influence on company performance [3]. In 
today's world, information technology plays a crucial role, 
especially in automating various operational tasks [4]. 
This automation facilitates a range of services, enhancing 
both efficiency and effectiveness within companies. In the 
digital era, companies used digital systems to support 
services for users, allowing easy access to information and 
services [5]. The increasing dependence of organizations 
on the use of information systems on a routine basis is in 
line with the threats and risks that arise from the use of 
these information systems [6]. Without adequate 
protection through network or information system 
security, organizations risk losing their information assets 
[7]. Apart from implementing information security 
management in accordance with applicable standards and 
protocols, it is important to evaluate or assess the 
information security management that has been 
implemented [8]. However, the use of information 
technology necessitates robust system security to 
safeguard important company data and ensure specific 
security measures align with corporate objectives [9]. The 
role of information system security is vital in meeting 
company needs such as data and asset storage [10].  

This data is very vulnerable to misuse by irresponsible 
parties. Therefore, security must be one of the main factors 
considered in the development of information systems 
[11]. As a preventive measure against cyber-attacks on 
educational institutions, it is necessary to carry out an 
information security analysis of existing systems [12]. The 
goal of information security is to maintain business 
continuity and reduce any reduction in business value by 
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limiting the effects of security incidents [13]. To ensure 
the security level within a company is adequate, a 
standardized assessment framework is necessary for 
setting information security management system 
requirements [14]. One such framework is ISO/IEC 
27001:2013, a globally recognized security standard that 
provides a structured approach to securing organizational 
information [15]. Implementing this standard involves 
applying controlled security measures to maintain 
confidentiality, availability, and integrity of information, 
primarily through risk management procedures [16]. An 
information security system is also very important because 
it protects stored data from various threats, such as hacker 
attacks, viruses or malware [17]. This helps efficiently 
manage and mitigate risks by authorized personnel, 
focuses on providing clean water supply services, which 
can be accessed online [17]. 

Despite the benefits of such systems, potential risks like 
cyber-attacks, including data theft, sabotage, and 
ransomware, pose significant threats to company 
operations. An interview with PT XYZ’s HR and IT 
departments revealed a ransomware attack that disrupted 
several servers, corrupted data, and altered file extensions, 
hindering employees from uploading photos and 
documents [18]. This incident highlighted the lack of a 
comprehensive security management system beyond daily 
data backups. Consequently, it is crucial to assess system 
security standards using ISO 27001:2013. Adopting ISO 
27001:2013 as the framework for this evaluation is apt, 
given its international recognition and focus on 
information security management. This research aims to 
provide recommendations to enhance the company's IT 
security management, improve overall company 
performance, and bolster its reputation. 

II. LITERATURE REVIEW 

Review of previous studies was conducted to provide a 
deeper understanding of priority strategies for improving 
IT governance applicable to support this study. Previous 
studies used to compile this study are as follows:  

Based on the analysis conducted by the audit team, PT 
Indonesia Game has the lowest rating in Annex 7 among 
the other Annexes because several key documents were 
found to be unlabeled and several forms did not comply 

with the procedures listed in the title, resulting in a lack of 
synchronization. However, overall, ISO 2001:2013 has 
been well established because it has a mean value of 
94.45% with a level of 5 Optimized [9].  Based on further 
research, it was concluded that the laboratory clinic had 
identified 35 risks in business development & Information 
Technology department that were categorized as moderate 
with a large number of controlled requirements based on 
ISO/IEC 27001:2013 [10]. Further research and 
discussion of the results concluded that the Madiun City 
Communication and Information Agency were 
categorized into several levels, namely very low, low, and 
high. With respective risk values of RPN 16, 30 and 56, 
and 84 and 96. Based on the mapping of ISO 27001:2013 
and ISO 27005: 2013, it was concluded that the SOPs in 
the Communication and Information Agency  were 35% 
adequate and a number of 1 SOPs needed improvement in 
the incident assessment section that must be fulfilled in 
ISO 27001:2013  and ISO 27005:2013, which numbered 
22 [11]. 

III. RESEARCH METHODOLOGY 

The research begins with identifying problems at PT XYZ 
using descriptive analysis methods to explore and provide 
an in-depth understanding of the research topic.  

Figure 1. Research Methodology 
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The analysis was conducted based on 10 clauses of the 
ISO 27001:2013 framework, as follows [19]. Clause 1 – 
Scope of the Standard: Design, implement and optimize 
information security management systems, Clause 2 – 
Normative References: Having norms or regulations that 
comply with applicable legal guidelines, Clause 3 – Terms 
and Definitions: Understanding the processes and criteria 
for information security, Clause 4 – Organizational 
Context: Determining internal and external issues relevant 
to organizational goals, Clause 5 – Leadership: Top 
management having responsibilities and authorities 
related to information security, Clause 6 – Planning: Risk 
mitigation and identifying opportunities to achieve 
information security objectives, Clause 7 – Support: 
Supporting the sustainability of information security 
through resources, competence, and communication, 
Clause 8 – Operation: Planning and controlling operations 
for effective implementation, Clause 9 – Performance 
Evaluation: Evaluating the performance of the security 
system through internal audits, Clause 10 – Improvement: 
Continuous improvement actions to enhance 
organizational effectiveness. The analysis of development 
needs for maximizing data innovation provides 
comprehensive guidelines to enhance the company's value 
based on the existing recommendations. 

IV. RESULT AND DISCUSSION 

Based on the interviews conducted with IT/HR staff at the 
company, a gap analysis table was created to compare the 
current state of information security with the requirements 
of the ISO 27001:2013 standard. There are 10 clauses in 
ISO/IEC 27001:2013, and for this research, six relevant 
clauses were selected based on the research scope. These 
clauses are essential as they align with the objectives of 
the study. The table 1 summarizes these clauses [20]. 

Table 1. Clause ISO 27001:2013 
Clause Implementation Process 
Clause 4 Organizational Context 
Clause 5  Leadership 
Clause 6 Planning 
Clause 7 Support 
Clause 8 Operation 
Clause 9 Performance Evaluation 
Clause 10 Repair 

 

The next step involved formulating questions for the 
respondents, whose responses were used for data 
processing. The questions and corresponding scores are 
listed in the table 2. 

Table 2. Requirement ISO 27001:2013 
Number of 
Clause 

Requirement Score 

4 Context of the Organization  
4.1 Gain an in-depth 

understanding of the  
organization and its 
operational context. 

 

 The organization has a 
responsible party for 
clarifying the objectives and 
goals of information 
security. 

5 

 The organization utilizes 
management team expertise 
to identify internal factors 
affecting information 
security. 

5 

 The organization considers 
implementing advanced 
analytics or information 
management tools to 
enhance operational 
understanding. 

5 

4.2 Identify and analyze various 
existing needs. 

 

 Relevant parties are aware of 
the importance of the 
organization's information 
security management system 
needs. 

5 

 The organization can 
identify and understand the 
needs of stakeholders related 
to information security. 

5 

4.3 The scope of the Information 
Security Management 
System is determined 

 

 The organization can 
determine the scope of the 
ISMS. 

5 

 The organization has 
concrete procedures to 
ensure the ISMS scope 
covers all relevant activities, 
processes, and locations. 

5 
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Number of 
Clause 

Requirement Score 

4.4 Information Security 
Management System (ISMS) 

 

 The organization has an 
effective ISMS in place. 

5 

 The organization has 
systematic mechanisms for 
monitoring regulatory 
changes that may impact the 
ISMS. 

2 

 

The interviews revealed gaps in five clauses, highlighting 
areas were needs improvement. The table 3 presents these 
gaps.  

This company has not yet assessed the level of impact and 
risk associated with the identified non-conformities, 
which could lead to a significant risk of operational 
disruption. This could interfere with services or even 
cause temporary suspension of operations. The analysis 
based on ISO 27001:2013 revealed several findings, as 
presented in Table 4.  

 
Table 3. Gap Analysis 

Clause Requirement Current Condition Global Condition Risk 

7.1 Resources No specific metrics for 
evaluation 

Presence of 
evaluation metrics 

Difficulty identifying 
issues and opportunities 

7.5  Documented Information No documented 
procedures 

Procedures for 
documented 
information 

Audit and assessment 
difficulties, 
inconsistency in results 

8.2 Information Security Risk 
Assessment 

No criteria to assess risk 
impact and probability 

Criteria for risk 
impact and 
probability 

Vulnerability to security 
threats, inability to 
identify priority risks 

9.1 Monitoring, Measurement, 
Analysis, and Evaluation 

No periodic effectiveness 
measurement 

Periodic 
effectiveness 
measurement 

Ineffective control 
leading to undetected 
risks     

10.1 Non-conformity and 
Corrective Action 

No impact and risk 
assessment for non-
conformities 

Impact and risk 
assessment for non-
conformities 

Significant operational 
disruptions 

Clause 4.1: Understanding the Organization and its 
Context. The company uses management expertise to 
identify internal factors and enhance operational 
understanding for system security. Clause 4.2: Identify 
and analyze various existing needs. The company analyzes 
the information security needs of all stakeholders in line 
with its business plan. Clause 4.3: Determining the Scope 
of the ISMS. Scope determination follows access rights 
guidelines, involving the IT sub-department to identify 
operations, limit scope, update policies, train employees, 
and evaluate ISMS effectiveness. Clause 4.4: Information 
Security Management System. Regular mentoring and 
maintenance ensure ISMS effectiveness, but there's a lack 
of mechanisms to monitor regulatory changes.  

 

Table 4. Percentage Clause 
Clause Points Percentage 
5.1 Leadership and 

Commitment 
85 

5.2 Policies 100 
5.3 Functions, Obligations and 

Authority in 
Organizational Structure. 

100 

 Readiness score 95 
6.1 Strategic Steps to Manage 

Risk and Take Advantage 
of Opportunities. 

100 

6.2 Information Security Goals 
and Strategy Planning for 
Achieving Them. 

100 

 Overall score 100 
7.1 Resources 80 
7.2 Competence 100 
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Clause Points Percentage 
7.3 Awareness 100 
7.4 Communication 100 
7.5 Documented Information 90 
 Overall score 94 
8.1 Operational Planning and 

Control 
90 

8.2 Information Security Risk 
Assessment 

60 

8.3 Information Security Risk 
Treatment 

100 

 Overall Score 83.3 
9.1 Monitoring, Measurement, 

Analysis, and Evaluation 
90 

9.2 Internal Audit 100 
9.3 Management Review 100 
 Overall Score 96.6 
10.1 Non-conformity and 

Corrective Action 
60 

10.2 Continual Improvement 100 
 Overall Score 80 

 
Clause 5.1: Leadership and Commitment, Directors are 
actively involved in ISMS development and maintenance 
but lack demonstrated support during security 
emergencies. Clause 5.2: Policies are developed, 
approved, and maintained by the IT/HR manager, 
ensuring understanding and compliance among all 
members. Clause 5.3: Functions, Obligations and 
Authority in Organizational Structure, Official IT 
governance policies outlined in the Good Governance 
Guideline (GGG) are enforced and monitored.  

Clause 6.1: Strategic Steps to Manage Risk and Take 
Advantage of Opportunities, the company addresses 
security risks through analysis and network/data security 
enhancements, with documented plans for addressing 
information security risks.  Clause 6.2: Information 
Security Goals and Strategy Planning for Achieving 
Them, Objectives are set based on business needs, with 
interconnected risk evaluation and objective setting, 
ensuring measurability and achievability.  

Clause 7.1: Resources, Necessary resources are provided 
based on evaluations, but specific metrics to evaluate 
resource management effectiveness are lacking. Clause 
7.2: Competence, Regular training enhances employee 
competence in information security, with standards set for 
recruitment and performance evaluations. Clause 7.3: 

Awareness, Awareness programs focus on system security 
and data backup to protect against potential threats. Clause 
7.4: Communication, Effective communication ensures all 
employees understand and adhere to information security 
policies. Clause 7.5: Documented Information, Access 
restrictions and encryption protect sensitive information, 
but documented procedures for information management 
are lacking.  

Clause 8.1: Operational Planning and Control, 
Operational planning involves IT sub-department, with 
documented control measures, but lacks procedures to 
ensure policy compliance during operations. Clause 8.2: 
Information Security Risk Assessment, Critical 
information assets are identified, but criteria for assessing 
risk impact and probability are missing. Clause 8.3: 
Information Security Risk Treatment, Actions are taken to 
update processes according to the latest technology in 
response to changes in security risks.  

Clause 9.1: Monitoring, Measurement, Analysis, and 
Evaluation, the company monitors information security 
monthly but lacks periodic effectiveness measurements. 
Regular updates are made based on changing information 
security needs to ensure continued protection and 
compliance. Clause 9.2: Internal Audit, an internal audit 
team meets company criteria, with findings and 
recommendations documented and reported for 
continuous improvement. Clause 9.3: Management 
Review, Monthly reviews with HR/IT managers analyze 
reports to provide insights and incorporate improvements 
into future plans.  

Clause 10.1: Non-conformity and Corrective Action. 
Currently, there is no assessment of the impact and risk 
related to identified non-conformities. Quick and effective 
corrective actions are taken, but the corrective action 
process is not documented, which is necessary for 
ensuring long-term effectiveness and accountability. 
Clause 10.2: Continual Improvement. PT XYZ measures 
success and continuous improvement in information 
management by evaluating business plan achievements. 
Corrective and preventive actions are implemented 
through analysis and updates to the ISMS to ensure 
ongoing improvement and adaptation to new challenges. 
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Table 5. Point Clause 
No Clause Point 
4 Organizational 

Context 
92.5 

5  Leadership 95 
6 Planning 100 
7 Support 94 
8 Operational 83.3 
9 Performance 

Evaluation 
96 

10 Improvement 80 
 
The table 6 summarizes the implementation process for 
each sub-clause:  
 

Table 6. Point for Sub-Clause 
Sub Clause Implementation 

Process 
Percentage 

4.1 Gain an in-depth 
understanding of the 
organization and its 
operational context. 

100 

4.2  Identify and analyze 
various existing 
needs. 

100 

4.3 Determining the 
scope of the ISMS 

100 

4.4 Information Security 
Management System 

70 

5.1 Leadership and 
Commitment 

85 

5.2 Policies 100 
5.3 Functions, 

Obligations and 
Authority in 
Organizational 
Structure.  

100 

5.4 Leadership 95 
6.1 Strategic Steps to 

Manage Risk and 
Take Advantage of 
Opportunities. 

100 

6.2 Information Security 
Goals and Strategy 
Planning for 

100 

Sub Clause Implementation 
Process 

Percentage 

Achieving Them. 
7.1 Resources 80 
7.2 Competence 100 
7.3 Awareness 100 
7.4 Communication 100 
7.5 Documented 

Information 
90 

8.1 Operational Planning 
and Control 

90 

8.2 Information Security 
Risk Assessment 

60 

8.3 Information Security 
Risk Treatment 

100 

9.1 Monitoring, 
Measurement, 
Analysis, and 
Evaluation 

90 

9.2 Internal Audit 100 
9.3 Management Review 100 
10.1 Non-conformity and 

Corrective Action 
60 

10.2 Continual 
Improvement 

100 

 
The gap analysis revealed five clauses needing 
improvement, with implementation percentages for each 
sub-clause provided. The highest percentages (100%) 
indicate full adherence, while the lowest (60%) highlight 
areas needing enhancement. Recommendations, Clause 
4.4: Establish a department for regulatory monitoring and 
coordination, subscribe to regulatory update services, use 
compliance management software, and standardize 
procedures for regulatory changes. Clause 5.1: Create a 
real-time information security dashboard, emphasize 
potential incident impacts, and provide guidance for 
leaders on responding to incidents. Clause 7.1: Apply 
relevant metrics for resource management evaluation, 
gather necessary data accurately, use tools like Microsoft 
Project and Power BI, and conduct regular evaluations. 
Clause 8.1: Conduct risk assessments, develop 
understandable security policies, implement appropriate 
security controls, and ensure legal compliance. Clause 8.2: 
Develop a risk assessment framework, group risks by type, 
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establish criteria for risk assessment, and use risk 
management tools. Clause 10.1: Form a team for 
evaluating non-conformities, use structured approaches 
for impact and risk assessment, prioritize high-risk issues, 
take corrective actions, and conduct regular reviews. 
 

V. CONCLUSION 

Based on the data analysis conducted, it can be concluded 
that PT XYZ has successfully implemented the 
requirements of each sub-clause of ISO 45001:2018. The 
implementation percentages for sub-clauses 4.1, 4.2, 4.3, 
5.2, 5.3, 6.1, 6.2, 7.2, 7.3, 7.4, 8.3, 9.2, 9.3, and 10.2 are 
100%, indicating full compliance with these standards. 
However, sub-clauses 8.1 and 10.1 have the lowest 
implementation percentage of 60%, suggesting that some 
aspects of ISO 45001:2018 requirements have not been 
fully implemented routinely and some requirements 
remain unmet.  

Based on the analysis of the clauses, several 
recommendations have been made for PT XYZ Firstly, a 
dedicated department should be established to handle and 
monitor regulations related to information security. 
Secondly, it is advisable for the company to develop an 
information security dashboard to enable real-time 
security monitoring. Thirdly, relevant matrices should be 
utilized based on the context of the information system to 
evaluate the effectiveness of resource management. 
Fourthly, clear standards and formats should be 
established for documentation, including document 
structure, naming conventions, and storage. Lastly, it is 
important to classify non-conformities based on the level 
of risk and potential impact, prioritizing the handling of 
non-conformities with the highest risk. 

The implementation of these recommendations is 
expected to enhance the effectiveness of information 
security management at PT XYZ, ensuring better 
protection of the company’s data and assets, and achieving 
comprehensive compliance with ISO 45001:2018 
requirements. 
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