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The increase in demand for motorized vehicles, especially motorcycles, from 2016 - 2021 has 
recorded an increase of 5.03% per year. Along with the increasing number of people using 
motorbikes as their main means of transportation, there is a growth in motorcycle theft. One 
cause of the increase in these cases is that the motorcycle security system still relies on the 
lock system. So, it is necessary to improve security with unique modern keys that can only 
be accessed by specific people, one of which is a security system using biometric technology. 
This research has combined motorcycle security systems using fingerprint, GSM and GPS 
modules based on Arduino Uno. The results of testing the fingerprint module scanning time 
obtained an average scanning time of 1.04 seconds. Testing the SIM800L GSM module 
obtained an average processing time of receiving SMS and sending back a response to a 
registered number, which is 9.32 seconds and the results of testing the accuracy of data 
retrieval between the U-blox Neo-6m GPS module and GPS on the Oppo A3S brand 
smartphone, with the calculation of the average difference distance of 0.75 Meters. 
Motorcycle vehicle security was successfully implemented by utilizing the fingerprint 
module, GPS module and GSM module as an intermediary in the form of SMS between the 
user and the microcontroller so that it functions as layered security. 
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1. Introduction 

Motorcycles are the most widely used transportation in Indonesia [1]. The 
reasons for this phenomenon are the affordability, flexibility, and efficiency in 
using the motorcycle, with the use of more efficient fuel and a smaller size 
compared to cars [2], [3]. Based on data from the Indonesian National Police, the 
demand for motorized vehicles, especially motorcycles, in 2016 to 2021 recorded 
a 5.03% annual increase. This increase is due to the increasing population [4]. 
Along with the increasing number of people using motorbikes as their main means 
of transportation, there is a growth in motorcycle theft. In March 2021, the West 
Java Regional Police held the Jalan Lodaya Operation 2021 and succeeded in 
securing 322 motorcycle vehicles from motorcycle theft suspects [5]. The increase 
in these cases could be due to the motorcycle security system that still relies on the 
lock system [6], so that perpetrators of motorcycle vehicle theft can freely carry 
out their actions [7]. So, it is necessary to increase security with modern unique 
keys that can only be accessed by specific people, one of which is a security system 
using biometric technology [8]. The use of biometrics makes it possible to increase 
security because it requires verification of the unique characteristics of the user, 
one of which is the use of registered fingerprints to gain access [9]. 

Solutions to deal with this problem have been carried out in several previous 
studies. For example, in research [10], the motorcycle security system uses an 
Arduino Nano-based password that allows turning on the ignition and utilizing the 
password as a motorcycle security tool to open access to start the motorcycle 
engine. This system is also equipped with a function to turn off the alarm with a 
trial distance of 7 meters. The development of a motorcycle vehicle security system 
uses a fingerprint module with Arduino Uno as the controller is carried out in [11], 
[12] and a motorcycle security system using Arduino-based Radio Frequency 
Identification (RFID) is addressed in [13]. In addition, the design of a security 
system on motorbikes uses a Microcontroller-based Short Message Service (SMS) 
Gateway and utilises the Global Positioning System (GPS) to track locations with 
a vulnerability of 3 to 4 seconds is discussed in [14]. Developing a security system 
for two-wheeled vehicles using SMS that can determine the position and movement 
of the vehicle is done in [15]. 

In this research, the development of a motorcycle security system is carried out 
by combining the results of previous research, namely combining Arduino-based 
Fingerprint, Global System Mobile (GSM), and GPS modules as an increase in 
layered security. Fingerprint-based system is an efficient and secure biometric 
technology because it provides a strong, reliable, and easy-to-use personal 
identification for user authentication as security protection and theft [16]. The 
Global Positioning System (GPS) system is used to track the vehicle's position 
using a global navigation satellite system and can be visualized using Google Earth 
[17]. The GSM module is also used for remote system mobilization by sending 
SMS commands and receiving location [18]. 

2. Related Work  

Research [10] creates a system to turn on the ignition and use a password as a 
motorcycle security tool to open access to start the motorcycle engine according to 
what has been programmed. This motorcycle security system is also equipped with 
an infrared remote to turn off the alarm at a trial distance of 7 meters. However, 
this study still uses a key to turn on the electricity on the motorbike. In [12], the 
system uses a Fingerprint module to turn on the vehicle and Arduino Uno as the 
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controller. The system is considered relatively secure. However, it needs to add a 
GSM module to anticipate theft and a GPS module to track the coordinates of the 
motorbike's location. Research [13] successfully tested the reading distance of the 
Card / Tag by the RFID reader ranging from 1 to 3.5 cm. If the ID code on the 
RFID card does not match the ID, the vehicle starter system cannot be turned on 
and start the buzzer. 

In addition, research [14] uses fingerprints to turn on the machine as well as 
using the SMS gateway from the GSM module and tracking the location with it. 
However, it is still necessary to design tools that do not take up too large 
dimensions, and the GSM module could be improved to turn off the motorbike 
engine when theft occurs. Another study conducted by [15] succeeded in making a 
two-wheeled vehicle security system using SMS to determine the position and 
movement of the vehicle. However, it is necessary to combine the system with a 
fingerprint-based key security system. In research [19], the motorcycle system runs 
well using Arduino Uno and fingerprint sensors, so only registered fingerprints can 
turn the motorcycle on and off. However, it is necessary to add a GSM module and 
maximize the use of GPS to detect vehicle location changes and send this 
information via an SMS gateway. 

The design of an Arduino-based motorcycle security system using fingerprints, 
GPS and SMS gateways is the focus of this research. The main objective of this 
research is to implement the development of an Arduino-based motorcycle vehicle 
security system by applying efficient and safe biometric technology [20], [21], 
using the GPS module to detect the movement of the vehicle's position as well as 
tracking the vehicle's position [11], [16], [17] and the GSM module as remote 
mobilization by sending commands and receiving locations [18]. 

3. System Design 

The design of a motorcycle vehicle security system with Arduino-based 
fingerprints, GPS and SMS gateways is based on a flowchart as shown in Figure 1. 

 

 

Figure 1 System Flowchart  
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The designed system flowchart is the first step in making a motorcycle vehicle 
security system using fingerprints, GPS, and SMS gateways. The most important 
part in a system is to make the system into three major parts, namely Input, Process 
and Output. 

The Input of the security system is the SMS which only registered numbers 
have full access to the security system. Each SMS command received by the GSM 
module will be processed via the microcontroller according to the command 
received. For the "Mode Drive" command, the microcontroller will activate the 
fingerprint scanner module where only registered fingerprints can turn on or off the 
relay connected to electricity and the motorcycle starter. If there is a failure during 
the fingerprint validation process, the DF player mini will automatically turn on. 
When validation fails five times, the microcontroller will return to standby mode 
and turn on the DF player mini module.  

On the "Parking Mode" command, the microcontroller will turn on the DF 
player mini and retrieve coordinates data from the GPS module as a reference for 
further sending information about the GPS module via the GSM module. If the 
GPS module detects a movement of more than a radius of 50 meters, the 
microcontroller will send the latest coordinates via the GSM module to the 
registered number in the form of an SMS. On the "Safe Mode" command, the 
microcontroller will set off an alarm on the DF player mini module and retrieve the 
latest location data from the GPS module to ensure all relays are off, then send the 
data to registered numbers via the GSM module in the form of SMS. 

The hardware design of this motorcycle security system and the module 
configuration can be seen in Table 1 and Figure 2. 

 
Table 1 Configuration of Using Arduino-Nano Pins 

Arduino Nano 
Pin # 

Fingerprint Pin 
GSM  

SIM 800L Pin 
GPS Neo6m v2 

Pin 
Df mini 

player Pin 
Relay Speaker 

Step 
down 

Nodemcu 

D2 TX - - - - - - - 
D3 RX - - - - - - - 
D4 - - - TX - - - - 
D5 - - - RX - - - - 
- - - TX - - - - D1 
- - - RX - - - - D2 

D8 - TX - - - - - - 
D9 - RX - - - - - - 

D10 - - - - IN1 - - - 
D11 - - - - IN2 - - - 
D12 - - - - IN3 - - - 
5V - VCC - VCC VCC - - - 

3,3V VCC - VCC - - - - 3,3V 
GND GND GND - GND GND - - - 

- - - GND - - - - GND 
- - - - SPK1 - (-) - - 
- - - - SPK2 - (+) - - 

VIN - - - - - - (+) Out - 
GND - - - - - - (-) Out - 
RX0 - - - - - - - TX 
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Figure 2 Schematic Wiring or Cabling 

4. Result and Analysis 

This part consists of 2 stages, namely the implementation and the testing of 
modules of the entire function to ensure that all parts work according to design and 
to find functional errors in the system. The design implementation is shown in 
Figure 3 and Figure 4. 

 

 
Figure 3 Results of The Implementation of System Design 

 
Figure 4 Implementation of Tools on Motorcycle Vehicles 

Furthermore, the testing phase is carried out for each module to ensure the tool 
can work properly and can be analyzed. Coding on the Arduino IDE is done by 
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inputting it into the microcontroller to do the testing and observing it through the 
IDE serial monitor. 

1. Fingerprint Sensor Testing. Fingerprint sensor testing is carried out to 
ensure whether the sensor is detected by the microcontroller module and 
can work properly, especially when scanning registered fingerprints. The 
testing measured the scanning time using a stopwatch on a smartphone for 
different finger conditions. A fragment of code for the microcontroller 
module and sensor testing on the Arduino IDE can be seen in Table 2. 
 

Table 2 Code Microcontroller Module and Sensor Testing 

Code for microcontroller module and sensor testing 
#include <Adafruit_Fingerprint.h> 
SoftwareSerial mySerial(2, 3); 
Adafruit_Fingerprint finger = Adafruit_Fingerprint(&mySerial); 
void setup ()  
{ 
  Serial.begin(9600); 
  while (!Serial); 
  delay(100); 
  Serial.println("finger detect test"); 
  // set the data rate for the sensor serial port 
  finger.begin(57600); 
  delay (5); 
  if (finger.verifyPassword()) { 
    Serial.println("Found fingerprint sensor!"); 
  } else { 
    Serial.println("Did not find fingerprint sensor :("); 
    while (1) { delay(1) ;  } 
 } 
  finger.getTemplateCount(); 
  if (finger.templateCount == 0) { 
       Serial.print("Sensor contains "); Serial.print(finger.templateCount); Serial.println(" 
templates"); 
Serial.print("Waiting for valid finger…"); 
} 

 

 

Figure 5 Detect and Verify Fingerprint Sensors 

Based on Figure 5, the fingerprint sensor has been detected by the 
microcontroller module, which indicates that the fingerprint sensor can 
work properly. Next, a finger scanning time test was carried out on five 
registered fingerprints with different finger conditions. The test results can 
be seen in Table 3. 

Table 3 Fingerprint Test Result 

No. Hand Registered Finger Condition Response Result 
Scan Time 
(seconds) 

1 

Right 

Thumb 
Normal Valid 0.97 

2 Wet Not Valid 1.03 
3 Dirty Not Valid 1.00 
4 

Index Finger 
Normal Valid 1.12 

5 Wet Not Valid 0.95 
6 Dirty Not Valid 1.19 
7 

Middle Finger 
Normal Valid 1.10 

8 Wet Not Valid 0.92 
9 Dirty Not Valid 1.10 
10 Kiri Thumb Normal Valid 0.91 
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No. Hand Registered Finger Condition Response Result 
Scan Time 
(seconds) 

11 Wet Not Valid 1.14 
12 Dirty Not Valid 0.94 
13 

Index Finger 
Normal Valid 1.01 

14 Wet Not Valid 1.12 
15 Dirty Not Valid 0.97 

Average       1.04 

 
The results of testing the fingerprint scanning time can be seen in Table 3, 
and they show that the average time for the AS608 sensor to scan registered 
fingerprints under normal, wet, and dirty conditions is 1.04 seconds. 

2. SIM800L GSM Modul Testing. GSM module testing is carried out to 
ensure that the module is detected by the microcontroller and receives a 
good signal. A fragment of code for the microcontroller module and sensor 
testing on the Arduino IDE can be seen in Table 4. 
 

Table 4 Code for SIM800L GSM Module testing 

Code for module GSM testing 

Inisialisasi GSM 
*/ 

gsm.println(“AT\r”); 
updateGSM(); 
gsm.println(“AT+CPIN=?\r”); 
updateGSM(); 
gsm.println(“AT+CMGDA=6\r”); 
updateGSM(); 
gsm.println(“AT+CMGF=1\r”); 
updateGSM(); 
gsm.println(“AT+CNMI=1,2,0,0,0\r”); 
updateGSM(); 

 

 
Figure 6 Detect and Access the GSM Module 

 
IDE monitor serial observation results in Figure 6, which shows that the 
microcontroller can detect and access the GSM module. After that, the test 
is carried out by sending an SMS command using a Telkomsel provider, 
with a specified distance and calculating the time for the receiving process 
until it sends a response back to the registered number using a stopwatch. 
The test results can be seen in Table 5. 
 
Table 5 Modul GSM SIM800L Testing Result 

No Testing Distance (Meter) Response Time (Second) 

1 Testing 1 1 8.96 
2 Testing 2 10 9.22 
3 Testing 3 20 9.24 
4 Testing 4 30 10.27 
5 Testing 5 40 9.16 
6 Testing 6 50 9.06 
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No Testing Distance (Meter) Response Time (Second) 

7 Testing 7 60 9.58 
8 Testing 8 70 9.57 
9 Testing 9 80 9.17 

10 Testing 10 90 8.86 
11 Testing 11 100 9.42 

Average 9.32 

 
Based on the test results in Table 5, the average time needed for the 
SIM800L GSM module to receive SMS and send back a response to a 
registered number in 1 to 100 meters is 9.32 seconds. 

3. Testing of the U-blox Neo-6m GPS Module. GPS module testing is carried 
out to ensure that the module is detected by the microcontroller module and 
can receive coordinate data properly. Coding is done on the Arduino IDE 
to be sent to the microcontroller module, which can be seen below. 
 

Table 6 Code for GPS Module Testing 

Code for GPS module testing 

Void loop () { 
If (Serial.available{}) { 
 //gsm.write(Serial.read()}; 
 String dataGPS = Serial.readString(); 
 dataGPS.trim(); 
 dataGPS.replace(“\n”,””); 

dataGPS.replace(“\r”,””); 
int index – dataGPS.indexOf(“%”; 
 
latitude = dataGPS.substring(0,index) .toFloat(); 
longitude = dataGPS.subtring(index +1, dataGPS.length()).toFloat(); 
 
Serial.print(“Latitude:”); Serial.print(latitude, 6); 
Serial.print(“Latitude:”); Serial.println(longlatitude, 6); 

} 

 
The test is carried out by locating the GPS module indoors and outdoors to 
determine the possibility of the GPS module being connected to the 
satellite. The test results are shown in Table 7. 
 

Table 7 Test Results of U-blox Neo-6m GPS Module 

No Testing Place Condition Information Result 

1 

Indoor 

Home Experiment 1 Not Connected 

2  Experiment 2 Not Connected 

3  Experiment 3 Not Connected 

4 

Garage 

Experiment 1 Not Connected 

5 Experiment 2 Not Connected 

6 Experiment 3 Not Connected 

7 

Basement 

Experiment 1 Not Connected 

8 Experiment 2 Not Connected 

9 Experiment 3 Not Connected 

10 

Outdoor 

Roofed Parking Experiment 1 Connected 

11  Experiment 2 Connected 

12 Experiment 3 Connected 

13 

Open Parking 

Experiment 1 Connected 

14 Experiment 2 Connected 

15 Experiment 3 Connected 

16 Shady Tree 
Streets 

Experiment 1 Connected 

17 Experiment 2 Connected 



18 Int. J. Appl. Inf. Technol. Vol. 08 No. 2 (2024) 

No Testing Place Condition Information Result 

18 Experiment 3 Connected 

19 

Open Streets 

Experiment 1 Connected 

20 Experiment 2 Connected 

21 Experiment 3 Connected 

 
Based on the test results in Table 7, the GPS module can connect to satellites 

when it is placed outdoors but it is difficult to connect to them otherwise. 
Furthermore, in the testing to measure accuracy of taking coordinates, the result 
values from reading the coordinates of the U-blox Neo-6m GPS module are the 
latitude and longitude of it. Then, the difference in the distance is calculated with 
the GPS reading results from the Oppo A3S brand smartphone using measure 
distance on Google Maps and the calculation of the Euclidian distance. The 
following test results are shown in Table 8. 

 
Table 8 The Results Modul GPS U-blox Neo-6m 

No 
Modul GPS Google Maps Range A 

(M) 
Range B 

(M) 
Deviation 

(M) Lat Long Lat Long 

1 -7.370285 108.236340 -7.370267 108.236311 3.79 2.52 1.27 

2 -7.370273 108.236300 -7.370267 108.236271 3.29 3.10 0.19 

3 -7.371665 108.235630 -7.371671 108.235472 17.60 16.75 0.85 

4 -7.371707 108.235630 -7.371648 108.235494 16.50 15.90 0.60 

5 -7.370070 108.231180 -7.370044 108.231211 4.50 3.09 1.41 

6 -7.370075 108.231180 -7.370042 108.231222 5.94 5.77 0.17 

Average 0.75 

 
Based on the test results in Table 5, it shows that the accuracy of data collection 

between the U-blox Neo-6m GPS module and GPS on the Oppo A3S smartphone 
has an average distance difference of 0.75 meters, with the calculation using the 
Euclidean distance as follows.  

 
Euclidean distance formula: 

𝑑 = ඥ(𝑥1 − 𝑥2)ଶ + (𝑦1 − 𝑦2)ଶ ∗ 111.319 

Explanation: 
x1 : Latitude of the GPS module 
x2 : Longitude from Google Maps 
y1 : Latitude of the GPS module 
y2 : Longitude from Google Maps 
 
The formula estimates the distance between two points on Earth's surface using 

their latitude and longitude coordinates, providing a straightforward method to 
calculate proximity. Here, x1 and x2 represent the longitudes, and y1 and y2 
represent the latitudes of the two points. The Euclidean distance calculated gives 
the distance in degrees, and multiplying by 111.319 converts this distance into 
kilometres, as each degree of latitude or longitude corresponds approximately to 
111.319 kilometres. This method is a simple approximation, particularly suitable 
for short distances; however, for more accurate measurements over longer 
distances, especially on a curved surface, the Haversine formula is generally 
preferred due to its higher precision. Distance A: Euclidean distance calculation 
results. Distance B: Google's Measure distance calculation results Maps 111.319 
km: grade 1° (scale) earth. 
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𝑑 = ඥ((−7.370285)ଶ − (−7.3702676)ଶ) ∗ 111.319 
 

𝑑 = ඥ(−1.8𝑥10ିହ)ଶ + (2.9𝑥10ିହ)ଶ ∗ 111.319 
 

𝑑 = ඨ(
−18

100000
)ଶ + (

29

100000
)ଶ ∗ 111.319 

 

𝑑 = ඨ(
324

10000000000
)ଶ + (

841

10000000000
)ଶ ∗ 111.319 

 

𝑑 = ඨ
11165

10000000000
 ∗ 111.319 

 

𝑑 = √0.0000000011165 ∗ 111.319 
𝑑 = 0.000034132096 ∗ 111.319 
𝑑 =  0.0037995508 𝑘𝑚 
𝑑 =  3.7995508 𝑚𝑒𝑡𝑒𝑟 

 
Comprehensive testing of the entire system is conducted to ensure it functions 

correctly, identifying and addressing any functional errors or issues. This process 
is crucial for validating the system's reliability and effectiveness, as detailed in 
Table 9, Table 10, and Table 11. These tables illustrate the various test scenarios 
and outcomes, ensuring that all components work seamlessly together and meet the 
required specifications, thereby minimizing potential operational failures and 
ensuring optimal performance. 

 

Table 9 Drive Mode Test Result 
 Input Data Expected Observation Conclusion 

Send a message in the form of the 
command "Mode Drive" to the number 
installed on the GSM module 

The microcontroller receives the message then responds by 
running mp3 and activating the fingerprint scanner. 

As expected, Succeed 

Pasting registered fingerprints 
The fingerprint scanner detects registered fingerprints, if they 
match, the microcontroller will activate IN1, IN2 and specifically 
IN3 for only 5 seconds. 

As expected, Succeed 

Pasting unregistered fingerprints 
The fingerprint scanner detects fingerprints if it is not detected 
then the microcontroller will respond by turning on the mp3. 

As expected, Succeed 

Pasted an unregistered fingerprint more 
than 5 times 

The microcontroller will respond by turning on the mp3 and 
making sure all the relays are off. 

As expected, Succeed 

 

Table 10 Safe Mode Test Results 

Input Data Expected Observation Conclusion 

Send messages in the form of commands 
Safe Mode to the number installed on the 
GSM module 

The microcontroller receives the message then ensures a relay 
is off, sends a response based on the current vehicle location 
and turns on the mp3. 

As expected, Succeed 

 
Table 11 The Results Parking Modes 

Input Data Expected Observation Conclusion 

Sends a message in the form of the command 
"Parking Mode" to the number installed on the 
GSM module. 

The microcontroller receives a message confirming a relay 
is off and sends a response. 

As expected, Succeed 

The GPS module detects a location shift of 
more than 50M 

The microcontroller sends responses based on the current 
vehicle location. 

As expected, Succeed 

5. Conclusions 

The development of a motorcycle vehicle security system was successfully 
achieved by utilizing the fingerprint module to increase the security because only 
registered fingerprints are used to ignite and start the motorcycle engine, while the 
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GSM module acts as an intermediary in the form of SMS between the user and the 
microcontroller so that it functions as layered security. This study also uses the 
GPS module to track the position of the vehicle when the vehicle is stolen by 
detecting the movement of the motor coordinates when it exceeds a radius of 
approximately 50 meters from the starting point when parked and sending this 
information via SMS Gateway. The results of testing the scanning time of the 
fingerprint module using a stopwatch on smartphones with different finger 
conditions obtained an average scanning time of 1.04 seconds. After testing the 
GSM SIM800L module, the average processing time to receive an SMS and send 
a response back to a registered number within 1 to 100 meters is 9.32 seconds. The 
accuracy testing of data retrieval between the U-blox Neo-6m GPS module and 
GPS on the Oppo A3S brand smartphone, with the calculation results of an average 
distance difference of 0.75 meters. A more in-depth study is needed for further 
research because in this study, the fingerprint module could not scan fingerprints 
in wet and dirty conditions, it was not accompanied by a handlebar lock and the 
GPS module could only connect to satellites when placed outdoors. In addition, it 
is necessary to develop an application-based security system incorporated with the 
tool.  
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