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Abstract

Ransomware poses a growing threat to national data security, especially in Indonesia, where
government agencies have experienced serious data breaches. This study examines the June 2024
ransomware attack on Indonesia’s Ministry of Communication and Informatics (Kominfo) through
a systematic literature review (SLR) of 1,200 articles from Semantic Scholar, Scopus, and IEEE
Xplore (2015-2024), narrowing to 45 relevant studies. Findings highlight critical vulnerabilities,
including weak technical infrastructure, inadequate backup systems, low password security, poor
inter-agency coordination, and a shortage of trained cybersecurity professionals. Governance issues
such as ineffective regulation and corruption in procurement further increased systemic risk. Current
literature shows limited relevance to Indonesia’s context, as most studies originate from high-
income countries. The study recommends strengthening cybersecurity regulations aligned with
frameworks like the GDPR, and improving workforce capabilities through targeted training. Cross-
sector and international collaboration are also key to building resilience. These strategies are
essential to enhance data protection and prevent future breaches.

Keywords: Ransomware, National Data Security, Data Breach, Cybersecurity Policy, Risk
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Abstrak

Ransomware telah menjadi suatu ancaman yang semakin serius terhadap keamanan data nasional di
Indonesia, khususnya dengan meningkatnya insiden kebocoran data pada instansi pemerintah.
Penelitian ini sendiri bertujuan untuk menganalisis dampak serangan ransomware terhadap
keamanan data nasional melalui studi kasus kebocoran data di Kementerian Komunikasi dan
Informatika (Kominfo). Metode yang digunakan adalah Systematic Literature Review terhadap
1.200 artikel dari berbagai database ilmiah, yang kemudian disaring menjadi 45 studi yang relevan.
Hasil penelitian ini adalah mengungkapkan sejumlah kerentan yang kritis, seperti lemahnya
infrastruktur teknis, tidak adanya sistem backup yang memadai, serta kekurangan tenaga profesional
di bidang keamanan siber. Selain hal tersebut, faktor tata kelola yang buruk dan lemahnya regulasi
turut memperburuk risiko sistemik. Oleh karena itu penelitian ini merekomendasikan penerapan
standar keamanan data yang lebih ketat, penguatan pelatihan SDM, serta pengembangan kolaborasi
lintas sektor dan internasional untuk meningkatkan ketahanan terhadap serangan siber di masa
depan.

Kata Kunci: Ransomware, Keamanan Data Nasional, Kebocoran Data, Kebijakan Keamanan
Siber, Manajemen Risiko, Cadangan Data, Kominfo, Tinjauan Literatur Sistematis
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. INTRODUCTION

N the contemporary digital landscape, Data security has become an increasingly critical issue, impacting

sectors such as government, business, and society. Data is recognized as a vital asset that requires robust
protection against various threats, particularly cyberattacks like ransomware. Although numerous studies have
explored aspects of ransomware and cybersecurity, there is currently no comprehensive review that integrates
diverse methodologies and findings to examine vulnerabilities within Indonesia’s governmental framework.
This gap is especially concerning given the rapid evolution of cyber threats and the fragmented nature of
existing research, underscoring the necessity of a systematic literature review (SLR).

Ransomware malicious software that encrypts data and demands a ransom, has not only caused significant
financial losses but also disrupted essential operations and infringed on data privacy. Recently, the National
Data Center (PDN) of the Ministry of Communication and Informatics (Kominfo) in Jakarta experienced severe
disruptions over a specific period, allegedly due to a ransomware attack [1]. Cybersecurity expert Alfons
Tanujaya noted that such attacks, increasingly evolving into extortionware, compromise sensitive data
(including immigration records) and threaten public trust.

Examining ransomware and its implications for national data security is critical. Existing literature has
identified systemic weaknesses—such as shortcomings in risk management, inadequate data backup, and weak
policy enforcement—that facilitate successful ransomware attacks. Given the increasing digitization of
government services and the consequent risks to national security, a systematic review is necessary to
consolidate fragmented studies and to develop targeted strategies for enhancing cybersecurity resilience.

This study systematically assesses the impact of ransomware on Indonesia’s national data security by focusing
on the recent data breach at Kominfo. By conducting an SLR, we identify key vulnerabilities within Indonesia's
governmental cybersecurity framework, addressing significant gaps in risk management and data backup
practices. The findings provide a foundation for future research and offer practical recommendations—such as
adopting stricter security standards, enhancing backup protocols, and exploring innovative solutions like
blockchain technology and GDPR-like regulations—to bolster Indonesia’s resilience against cybersecurity
threats.

II. LITERATURE REVIEW

To deepen the knowledge in the research conducted, we sought information regarding the definition of each
keyword used.

The first keyword is ransomware, Ransomware is a type of malware that encrypts user data and demands
ransom, often distributed via phishing, software exploits, or compromised systems. Beaman et al. (2021)
observed a dramatic increase in ransomware during COVID-19, highlighting phishing and software
vulnerabilities as key vectors, while evaluating detection and mitigation tools [2].

The second keyword is national data security. National data security refers to the efforts and policies
undertaken by a country to protect sensitive and vital information and data essential for the functioning of
government, economy, and national security from threats and disruptions, both domestic and foreign. Data
security also encompasses the protection against unauthorized access, data theft, espionage, and cyberattacks,
which can disrupt critical infrastructure and public services [3].

The third keyword is data breach. A data breach is a security incident where sensitive, protected, or
confidential information is accessed, disclosed, stolen, or used by someone without authorization. Data breaches
can occur due to various factors, including cyberattacks, human error, or system failures, leading to financial
losses, privacy violations, and a loss of trust [3].

The fourth keyword is risk management. Risk management is a systematic process for identifying,
analyzing, evaluating, controlling, and monitoring risks that could affect the achievement of an organization’s
goals. Another objective of risk management is to minimize the negative impact of risks while maximizing
opportunities that may arise from those risks [4].
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The fifth keyword is data backup. Data backup is the process of creating copies of data that are stored in a
secure location to protect against data loss or damage due to system failures, cyberattacks, or human error. The
purpose of creating these copies is to ensure that data can be restored in the event of an incident that leads to
the loss of the original data [5].

The sixth keyword is data protection. Data protection encompasses a series of actions, policies, and
technologies used to safeguard the confidentiality, integrity, and availability of data from unauthorized access,
breaches, or damage. The aim of data protection is to ensure that data remains secure against both internal and
external threats, while also complying with relevant regulations and security standards [6].

The seventh keyword is cyber-attack. A cyber-attack is an action carried out by individuals or groups using
computer technology to target information systems, networks, or devices connected to the internet. The
purposes of cyber-attacks vary, ranging from stealing sensitive information and disrupting operations to
damaging or destroying data and infrastructure [7].

The last keyword is Kominfo. Kominfo is a government agency, fully known as the Ministry of
Communication and Information of the Republic of Indonesia. This agency is a central ministry responsible for
managing communication, information, and technology in Indonesia. Kominfo plays a crucial role in regulating,
developing, and overseeing the telecommunications sector, broadcasting, internet services, as well as data
protection and cybersecurity in the country [8].

III. RESEARCH METHOD

This research employs Systematic Literature Review (SLR), SLR is a rigorous method for identifying,
appraising, and synthesizing relevant literature [9]. Our SLR is guided by the PRISMA (Preferred Reporting
Items for Systematic Reviews and Meta-Analyses) framework, which ensures transparency and reproducibility
by outlining clear steps for the identification, screening, eligibility assessment, and final inclusion of studies
[10]. This standardized approach not only consolidates fragmented evidence but also provides a robust basis
for deriving meaningful insights into the impact of ransomware on Indonesia’s national data security.

A. Research Question (RQs)

This study is anchored by two central research questions that guide the review:
e RQI: What specific weaknesses in Indonesia's national data security infrastructure have been revealed
by ransomware attacks?
e RQ2: What strategic measures can be taken to improve the country’s cybersecurity resilience against
such threats?

B. Literature Search Strategy

The research method employed in this study is the SLR using PRISMA approach. This process begins with
identifying a research problem, which serves as the foundation for the study, followed by searching for relevant
information sources, including books, papers, journals, and other materials using predefined keywords.

To ensure a comprehensive review, the researcher conducted searches across three major academic databases:
Semantic Scholar, Scopus, and IEEE Xplore. The search utilized carefully selected keywords, including "Cyber
Attack," "Data Backup," "Data Breach," "Data Protection," "Kominfo," "National Data Security,"
"Ransomware," and "Risk Management."

To maintain the relevancy of the references, only articles published between 2015 and 2025 were considered.
Additionally, all keywords were entered in English to ensure the broadest possible scope of literature retrieval.
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C. Inclusion and exclusion criteria
TABLEI
INCLUSION CRITERIA AND EXCLUSION CRITERIA

Inclusion Criteria Exclusion Criteria
Peer-reviewed articles that explicitly address ransomware | Studies falling outside the publication year range or
and its implications for national data security. lacking a direct focus on ransomware issues in a
governmental context.
Articles written in English and Bahasa Publications that are not peer-reviewed
Articles can be accessed in full view Same article from different Journal Databases

D. Article Selection Process
The initial search returned approximately 1.200 articles. A multi-stage screening process was then conducted:

e Stage 1 — Identification Process: in this stage, all retrieved articles were examined based on their titles
and abstracts to assess their initial relevance. Articles that clearly did not meet the predetermined
inclusion criteria such as those outside the publication timeframe, not in English, bahasa and not
focused on ransomware and its implications for national data security were excluded. This stage also
included the removal of duplicate records to refine the pool further.

e Stage 2 — Screening Process: Articles that passed the initial screening were subjected to a more detailed
review. During this stage, the full text of each article was evaluated to ensure it aligned with the study's
focus and met all inclusion criteria. This in-depth examination allowed for the identification of studies
that provided substantive insights into the vulnerabilities of Indonesia's governmental data security in
the context of ransomware attacks.

o Final Stage: After completing the full-text evaluation, a total of 45 articles met all the selection criteria
and were included for comprehensive qualitative analysis. These articles form the basis of our
systematic review, as depicted in the ‘Included’ section of the PRISMA flow diagram below:

g 1200 Articles found
= Semantic Scholar (n= 619)
3 IEEE explore (n= 285)
= Scopus (n= 296)
=
=
)
=
—
Articles outside year
(2015 - 2024)
n=381
Articles After Screening Articles written outside english or
=919) bahasa language
@ n=248
w l
|
g S rticle f diff itJ |
§ Articles after Screening ame artic} ep rom different Journal
2 (n=671) =361
Articles after Screening Articles can be accessed in full view
(n=310) (n=265)
=
]
= Included Articles
T=a (n =45)

Fig. 1. SLR diagram process Using PRISMA
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E. Analysis Method

A qualitative synthesis approach was used to analyze the selected articles. The data were examined through
thematic coding to extract and categorize recurring patterns and critical insights related to cybersecurity
vulnerabilities and resilience strategies. This structured analysis enabled the development of meaningful
conclusions and recommendations for future research and policymaking.

IV. RESULTS AND DISCUSSION

This chapter specifically discusses and answers three main research questions that have been formulated in
this study, namely: (1) What specific weaknesses in Indonesia's national data security infrastructure have been
revealed by ransomware attacks? (2) What strategic measures can be taken to improve the country’s
cybersecurity resilience against such threats? To answer these questions, a synthesis was carried out on 45
relevant scientific studies.

A. Previous Search

Table 2 below discusses and answers Research Question 1, namely: What specific weaknesses in Indonesia's
national data security infrastructure have been revealed by ransomware attacks? By synthesizing findings from
33 relevant scientific studies and credible news sources, several critical vulnerability themes were identified.
These themes are organized into six main categories: Technical Weaknesses, Human Resource Gap,
Governance Issues, Regulatory Implementation, Procurement and Infrastructure, and Public Awareness. The
analysis highlights that these categories significantly contribute to Indonesia’s exposure to ransomware threats.
Recognizing and addressing these weaknesses is vital for building a more resilient and secure national data
infrastructure.

TABLE II
WEAKNESSES ASPECT IN INDONESIA INFRASTRUCTURE

Category Brief Explanation Article / news
Technical Reliance on Centralized Systems Without Data | [11]
weaknesses Backups
Human Error Weak Passwords and Network Protection [12],[13],[14], [15]
Human  Resource | Shortage of Cybersecurity Personnel and Resources [16],[17], [18]
Gap
Governance Issues Poor Coordination and Accountability [19]
Regulatory Poor Implementation of Data Protection Regulations [201], [21], [22]
Implementation
Procurement  and | Problematic IT Infrastructure Procurement [22]
Infrastructure

Table 2 summarizes key findings on regulatory and technical approaches to national data protection and
ransomware mitigation. The review is structured into six key areas: Technical weaknesses,Human
Error,Human Resource Gap,Governance Issues, Regulatory Implementation, Procurement and Infrastructure.

According to the Ministry of Communication and Informatics (Kominfo), the absence of a proper backup
system was a critical flaw, which exacerbated the impact of the June 2024 ransomware attack on Indonesia’s
National Data Center (PDN) [10] . Literature on IT Disaster Recovery Planning (DRP) and Business Continuity
(BC) emphasizes the necessity of backup infrastructure to prevent data loss and service downtime during cyber
incidents [11].

Furthermore, weak authentication practices, particularly poor password management, have been identified as
major technical vulnerabilities [11]. According to the analysis by [12] the Public Data Network (PDN)
infrastructure exhibited poor credential management practices, including the use of weak and default
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administrative passwords that were insufficiently protected and potentially accessible through unsecured
channels. This highlights the prevalence of common and easily cracked passwords. Research by Mukherjee et
al. (2023) introduced MASCARA, a system for generating secure yet memorable passphrases using a human-
centered approach. Their findings show that passphrases generated through structured models significantly
improve memorability up to 100% higher recall while maintaining strong resistance to guessing attacks.
Additionally, Woods and Siponen (2023) emphasize that memory anxiety plays a critical role in insecure
behaviors such as password reuse, underscoring the need for password policies that balance complexity with
user cognitive limits. This highlights that a combined technical and psychological approach to authentication
design is essential to mitigate risks. Moreover, the deliberate deactivation of Windows Defender security
features at Temporary National Data Center (PDNS) site 2 just days before the attack further increased system
vulnerability [14]. A lack of cybersecurity-trained personnel was identified as a contributing factor to the breach
[15]. This is consistent with global literature highlighting the shortage of certified cybersecurity professionals
as a major weakness in national cyber defense systems[16]. Studies emphasize the urgent need for skilled and
motivated professionals capable of responding to modern cyber threats. In Europe, strategic actions have been
taken to address this gap by expanding the talent pipeline and improving training standards [18]. These efforts
include curriculum enhancement, role-based certification schemes, and workforce scaling. The Indonesian
context reflects similar needs: increasing both the quantity and quality of cybersecurity personnel is essential
to safeguard national data infrastructure.

“Kominfo proceeded with procurement processes without consulting BSSN [19], the Ministry of
Communication and Information (Kominfo) proceeded with the PDN procurement process without adequate
consultation and coordination with BSSN, leading to fragmented cybersecurity responsibilities. This lack of
inter-agency coordination and oversight resulted in exposed citizen data and paralyzed public services. Such
findings underscore the importance of clear accountability structures and multi-stakeholder collaboration in
national cyber governance frameworks.

Existing regulations, such as the Personal Data Protection Act (PDP Law), still lack enforceability due to
vague jurisdictional boundaries, inconsistent sanction application, and weak oversight mechanisms[20]. These
limitations hinder the law's effectiveness as a robust foundation for national cybersecurity and data protection.

Highlight that governance issues, including potential irregularities in the PDN procurement process, have

persisted since 2020, contributing to systemic vulnerabilities in national data infrastructure [21]. It was revealed
that project specifications were manipulated to favor certain vendors, and compliance requirements such as ISO
22301 (Business Continuity Management Systems) were removed. This undermined the integrity and resilience
of critical infrastructure from the outset.
Table 3 below discusses and answers Research Question 2, namely: What strategic measures can be taken to
improve the country’s cybersecurity resilience against such threats? By synthesizing findings from 33 relevant
scientific studies, several key themes emerge across five main categories. These categories are: Data Protection
regulation using GDPR, Other country General Data Protection, CyberSecurity Framework, Ransomware
detection using Machine Learning, and Advanced Encryption Standard (AES). The analysis reveals that
technical weaknesses, gaps in human resources, governance challenges, regulatory implementation issues,
procurement and infrastructure limitations, and public awareness all play significant roles in shaping
cybersecurity resilience. Understanding and addressing these factors within each category is crucial for
developing effective national strategies to combat cyber threats.

TABLE III
SUMMARY OF KEY THEMES ON CYBERSECURITY STRATEGIC MEASURES

Category Brief Explanation Article
Data Protection | Discusses GDPR implementation and its role in | [23] [24], [25], [26], [27], [28], [29],
regulation using | mitigating ransomware and ensuring data privacy [30], [31], [32], [33], [34]
GDPR
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Other country | Evaluates other nation data protection laws and | [35], [36], [37], [38], [34], [39], [40],
General Data | institutional capacity [41]
Protection

CyberSecurity Reviews national cybersecurity strategy and | [42]
Framework institutional frameworks (e.g., BSSN roles)

Ransomware Explores ML-based approaches for early detection and | [43], [44], [45]
detection using | classification of ransomware attacks

Machine Learning

Advanced Highlights the role of AES encryption in protecting | [46], [47]
Encryption Standard | sensitive data from ransomware attacks

(AES)

Table 3 summarizes key findings on regulatory and technical approaches to national data protection and
ransomware mitigation. The review is structured into five key areas: GDPR implementation, other countries’
general data protection strategies, national cybersecurity frameworks, ransomware detection using machine
learning, and encryption techniques.

The General Data Protection Regulation (GDPR), enacted in 2018, has standardized data privacy protocols
across the European Union and influenced global digital governance. It facilitates secondary data sharing in
sectors like healthcare but presents ethical and operational challenges concerning consent and anonymization
[22][25][26][27]. For example, Austria’s COVID-19 platform illustrates GDPR’s dual function—supporting
innovation while safeguarding privacy [24]. To assist compliance, formal tools such as UML-based models and
automated rule checkers have been developed to translate legal provisions into machine-readable language
[31][34]. Federated learning and encryption technologies help balance privacy and performance in data systems
[33]. Despite corporate strategies adapting to GDPR as a regulatory risk [28], users still express dissatisfaction,
particularly regarding transparency and access to personal data [32]. Investigations in Indonesia also emphasize
the need for stronger institutional readiness in complying with GDPR principles [30]. In addition, Al-based
tools show potential in enhancing policy implementation and optimizing compliance monitoring [29].

Outside of the EU, countries adopt diverse data protection frameworks reflecting local socio-political
contexts. Brazil focuses on establishing independent data protection authorities and streamlining data
processing practices [37][38]. The United States demonstrates significant variability due to sector-based
approaches and high enforcement costs [34]. Malaysia emphasizes citizen authentication and public awareness
through its e-government strategy, while South Africa’s POPIA law necessitates industry-specific codes of
conduct [35]. Indonesia struggles with low digital literacy and vulnerable user groups, prompting
recommendations for strengthened oversight and community education [34][40]. In China, strict data
localization and government access requirements position data as a sovereign economic asset [42]. Meanwhile,
South Asian countries aim for GDPR-inspired harmonization, despite facing legal and political heterogeneity
[43].

National cybersecurity strategies are increasingly integrating data protection elements. Italy’s National
Cybersecurity Framework exemplifies alignment with GDPR principles to ensure both legal and technical
safeguards [44]. This highlights the need for unified cybersecurity and data governance policies to address
cross-border threats and digital sovereignty concerns.

Machine learning approaches offer promising results for early ransomware detection. Several models report
over 99% accuracy in identifying ransomware behaviors before encryption occurs [45]. However, automation
remains a challenge in dynamic environments [46]. The RTrap framework introduces a proactive defense by
using decoy files and bait monitoring, effectively containing ransomware within seconds [47].

Encryption remains fundamental to data protection. Recent studies showcase hybrid approaches that combine
steganography and cryptography for secure messaging in high-risk environments [48]. In a practical context,
AES 128-bit encryption has been successfully implemented in web-based applications to ensure confidentiality
and access control. For example, [48]developed a browser-based file encryption system using AES-128,
demonstrating its effectiveness in protecting sensitive user data through secure upload and decryption
mechanisms.
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B. Discussion of Related Journals and Relevance to Indonesia

In addressing the two issues above, the researcher has referenced several existing studies to respond to these

problems and hopes to provide solutions for the future, including the following:

1.

Establishing a National Data Security Emergency Protocol means that, based on the results of the literature
and considerations from various sources within the journal, there are several measures that can be taken to
prevent similar incidents. These include creating emergency security protocols as outlined in the journal
[48] which suggests implementing blockchain to strengthen national data security within Indonesia's digital
transformation system, where blockchain serves as a decentralized technology that can ensure better
integrity and security of data. This technology requires transparent and immutable recording of transactions
or data changes, thereby preventing data manipulation or theft. Blockchain also supports the creation of a
stronger authentication system using smart contracts, which only allow access and modification of data by
parties with legitimate authority.

Establishing a National Personal Data Regulation like Europe’s GDPR means that the government should
consider creating specific data laws like those implemented in several European countries with their GDPR.
Based on the two topics discussed earlier, the protection of personal data in Indonesia requires a strong and
comprehensive regulation, akin to the General Data Protection Regulation (GDPR) in Europe. The GDPR
itself is a stringent framework for data protection that provides individuals with broad rights over their
personal data and establishes clear obligations for organizations in collecting, storing, and processing that
data. By creating such regulations, Indonesia can enhance the protection of its citizens' personal data and
reduce the risk of data breaches that could undermine public trust. These regulations should also include
strict penalties for violators, including hefty fines for organizations that fail to protect personal data or that
do not comply with established rules. The government must also ensure that these regulations are adhered
to by all sectors and strengthen oversight and enforcement mechanisms. If regulations like the GDPR are
established in Indonesia, it is crucial to implement principles such as data minimization, purpose limitation,
and transparency to provide better protection for personal data.

The current body of literature on ransomware and national data security reveals several important gaps,
particularly in the context of Indonesia. Many existing studies tend to generalize cybersecurity challenges
and fail to address the unique vulnerabilities within Indonesia’s governmental institutions. There is a
noticeable lack of empirical research evaluating the effectiveness of existing national data protection
policies, as well as a deficiency in studies focusing on recovery protocols and backup systems. The recent
ransomware attack on Indonesia’s National Data Center highlighted critical shortcomings in data recovery
infrastructure and operational oversight, issues that are underexplored in scholarly work. Moving forward,
future research should explore the development of decentralized governance models using technologies
like blockchain to enhance data integrity and resilience. Comparative studies on international data
protection frameworks such as the GDPR could offer valuable insights for shaping Indonesia’s own
regulations. Furthermore, research into artificial intelligence and machine learning-based solutions for
early ransomware detection holds great promise. Investigations into organizational behavior, training, and
awareness among public sector employees could also provide practical strategies to mitigate human error—
a recurring weakness in current systems. Finally, the review of literature suggests the presence of certain
publication biases and inconsistencies. Most studies originate from high-income countries, limiting their
applicability to Indonesia’s context. Additionally, there is an imbalance between technological and human-
centric approaches in cybersecurity research. While many focus on tools and systems, fewer examine
institutional culture, user behavior, or training. This calls for a more integrated research perspective that
combines technical innovation with policy development and human factors to effectively address
cybersecurity threats at a national level.

C. Opinions and Recommendations from the Researcher
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Based on the analysis conducted, there are several recommendations proposed by the researcher to enhance
national data security in Indonesia, particularly in addressing cyber threats such as ransomware. The researcher
suggests three recommended improvement efforts, namely:

1. Strengthening Regulations and Policies refers to the researcher's suggestion that the Indonesian government
should reinforce regulations and policies related to personal data protection and cybersecurity. The
proposed regulation is akin to the GDPR in Europe or national data protection authority (ANDP) in Brazil,
which the Indonesian government can use as a reference to create more comprehensive and stringent laws.
The regulation should include minimum security standards that must be adhered to by all organizations
responsible for managing data. By implementing such regulations, the protection of citizens' personal data
can be enhanced, and the risk of data breaches can be minimized.

2. Enhancing Technological and Human Resource Capacity, in this context, means that in addition to
establishing regulations, efforts to improve technological capacity and human resources are also a top
priority. The researcher recommends this as part of an effort to increase investment in more advanced
cybersecurity technologies, including the implementation of blockchain technology to ensure data integrity
and prevent unauthorized modifications. Additionally, the researcher suggests the development of ongoing
training for cybersecurity experts to ensure that they are always prepared to face evolving threats. Such
training will create skilled and knowledgeable personnel, which is key to addressing increasingly complex
cyberattacks.

3. International collaboration, in this context, refers to the researcher's suggestion on the importance of global
cooperation in facing cyber threats. Indonesia itself must actively participate in international cooperation
to share information, strategies, and best practices in addressing cyberattacks. This includes collaboration
with other countries, international organizations, as well as the private sector in efforts to enhance national
data security. Such cooperation not only strengthens defense but also provides access to the latest
technologies and knowledge that can be implemented to protect national data from various threats.

V. CONCLUSION

This systematic literature review demonstrates that the June 2024 ransomware attack on Indonesia’s National
Data Center was caused by a combination of technical vulnerabilities, a shortage of skilled cybersecurity
personnel, and weaknesses in governance and regulatory frameworks. Key factors such as the absence of
reliable backup systems, weak password practices, disabled security features, and corruption in procurement
processes significantly increased the system’s exposure to cyber threats. Comparative analysis with
international standards, including the GDPR, highlights the urgent need for Indonesia to strengthen its
cybersecurity posture through an integrated approach that addresses legal, technical, and organizational aspects.

To enhance national resilience against future cyberattacks, the government should prioritize the implementation
of robust backup infrastructures and advanced security technologies, such as data encryption and machine
learning-based early threat detection. Building human resource capacity through comprehensive training and
certification programs is essential to ensure a skilled cybersecurity workforce. Additionally, improving inter-
agency coordination, establishing clear accountability mechanisms, and reinforcing regulatory oversight in
procurement processes are critical steps to prevent corruption and secure critical infrastructure. Adopting
international best practices and frameworks like the GDPR will also help standardize data protection policies
and improve compliance.

Future research should focus on developing ransomware detection models specifically adapted to Indonesia’s
technological environment, as well as evaluating the effectiveness of policy interventions aimed at raising
digital literacy and public cybersecurity awareness. Such efforts will contribute to creating a safer digital
ecosystem and strengthening the country’s overall cyber defense capabilities.
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